
	  

6.858	  Lecture	  21	  

What	  problem	  does	  the	  paper	  try	  to	  solve?	  

TAINT	  TRACKING	  

• 
• 

Applications	  can	  exfiltrate	  a	  user's	  private	  data	  and	  send	  it	  to	  some	  server.	  

• 

Hig
leav

h
i
-‐
ng	  th
level	  appr

e	  devi
o
c
ac
e!	  
h:	  keep	  track	  of	  which	  data	  is	  sensitive,	  and	  prevent	  it	  from	  

Why	  aren't	  Android	  permissions	  enough?	  
o 

o 

Android	  permissions	  control	  whether
access	  devices	  or	  resources	  (e.g.,	  the	  Inte

	  appli
rne
cation	  can	  read/write	  data,	  or	  

Using	  Android	  permissions,	  it's	  hard	  
types	  of	  data	  (Ex:	  "Even	  if	  the	  app	  has	  a

to	  s
ccess	  t
peci

t)
fy
.	  

o	  t
	  a	  po
he	  net
licy

w
	  abo
ork
ut	  *par
,	  it	  shoul

tic
d
ular

never	  be	  able	  to	  send	  user	  data	  over	  the	  network").	  
	  
*	  

• Q:	  Aha!	  What	  if	  we	  never	  install	  apps	  
	  

• 
access?	  

that	  both	  read	  data	  *and*	  have	  network	  

A:	  This	  would	  prevent	  some	  obvious	  leaks,	  
legitimate	  apps!	  [Ex:	  email	  app]	  

but	  it	  would	  also	  break	  many	  

• Information	  can	  still	  leak	  via	  side	  
	  

object	  has	  been	  fetched	  in	  the	  past
channel
]	  

s.	  [Ex:	  browser	  cache	  leaks	  whether	  an	  

• Apps	  can	  collude!	  [Ex:	  An	  app	  without	  
	  

•
	  
 

app	  that	  does	  have	  network	  privileges.]
networ
	  

k	  privileges	  can	  pass	  data	  to	  an	  

A	  malicious	  app	  might	  trick	  another	  
to	  the	  Gmail	  app?]	  

app	  into	  sending	  data.	  [Ex:	  Sending	  an	  intent	  

	  
	  

What	  does	  Android	  malware	  actually	  do?	  
• 
• 
• 

Use	  location	  or	  IMEI	  for	  advertisements.	  

Turn	  your	  phone	  int
Credential	  stealing:	  sen

o	  a	  b
d	  
ot
you
,	  use	  your	  cont
r	  contact	  list

[IMEI	  is	  a	  unique	  per
,

-‐device	  identifier.]	  

• 
messages!	  

a
	  IMEI,	  phone	  number	  to	  remote	  server.	  
ct	  list	  to	  send	  spam	  emails/SMS	  

• 
	  
Ref:	  http://www.bbc.com/news/technology-‐30143283	  

Prevent
keep	  your	  device	  from	  getting	  hacked!	  

ing	  data	  exfiltration	  is	  useful,	  but	  taint	  tracking	  by	  itself	  is	  insufficient	  to	  

	  
	  
TaintDroid	  tracks	  sensitive	  information	  as	  it	  propagates	  through	  the	  system.	  
• TaintDroid	  distinguishes	  between	  information	  sources	  and	  information	  sinks	  

o 

o 

Sour
§ 
ces	  gener
Ex:	  Sens

ate
or
	  
s
sensit
,	  contacts

ive	  da
,	  IMEI
ta:	  

	  
Sinks	  expose	  sensitive	  data:	  

1
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Ex:	  network.	  

•
t

§
 Ta
dist
int
inct
Droid	  uses	  a
	   aint

 
•

 
	  sources.

	  32-‐
	  
bit	  bitvector	  to	  represent	  taint,	  so	  there	  can	  be	  at	  most	  32	  

	  
int lat = gps.getLatitude();

Roughly	  speaking,	  taint	  flows	  from	  rhs	  to	  lhs	  of	  assignments.	  

 
//The lat variable is now

Da
	  
lvik	  VM	  is	  a	  register-‐based	  machine,	  so	  taint	  assignment	  happens	  during	  the	  

 tainted! 

ex
	  
move_op dst src          //dst receives src's taint

ecution	  of	  Dalvik	  opcodes	  [see	  Table	  1].	  

 
binary_op dst src0 src1  //dst receives union of src0

	  

 

	  
Inter

char c = //. . . get c somehow.

esting	  special	  case:	  ar

       //and src1's taint

rays	  

 

 
char uppercase[] = ['A', 'B', 'C', . . .]; 
char upperC = uppercase[c]; 

//upperC's taint is the 
//union of c and uppercase's 

To	  minimize	  storage	  overheads,	  an	  array	  
	  

//taint. 

elements	  have	  the	  same	  taint	  tag.	  
receives	  a	  single	  taint	  tag,	  and	  all	  of	  its	  

Q:	  Wh
	  

A:	  It	  should	  be	  safe	  to	  *over*-‐estimate	  
y	  is	  it	  safe	  to	  associate	  just	  one	  label	  with	  arrays	  or	  IPC	  messages?	  

	  
false	  negatives.	  

taint.	  This	  may	  lead	  to	  false	  positives,	  but	  not	  

	  

•

Another	  special	  case:	  native	  methods
System.arraycopy(),	  and	  native	  code	  
 

ex
	  (i.e.,	  internal	  V
posed	  via

M	  methods	  like	  

• 
can't	  automatically	  
Problem:	  Native	  code	  doesn't	  go	  

propagate	  taint!
thr
	  
ough	  the	  D

	  JNI).
alvi

	  
k	  interpreter,	  so	  TaintDroid	  

Solution:	  Manually	  analyz
beh

o
av
 
ior.	  

e	  the	  native	  code,	  provide	  a	  summary	  of	  its	  taint	  

	  
o 

Effectively,	  need	  to	  specify	  how	  to	  copy	  taints	  from	  args	  to	  return	  values.	  

o 
Q:
A:	  Authors	  argue	  this	  
	  How	  well	  does	  this	  s

wo
cale
rks
?

arraycopy)
	  OK
	  

	  for	  internal	  VM	  functions	  (e.g.,	  

ret
integers
urn	  va

	  or	  st
.	  F
rings	  a
or	  "eas

re	  pa
y"	  cal

ssed,	  a
ls,	  the	  anal

ssign
ysis	  can	  b
	  

	  
lue.	  

the	  union	  o
e	  automated-‐-‐-‐
f	  the	  input	  tai

if	  onl
nts	  to

y	  
	  the	  
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IPC
tai
• 
nt	  th
	  messages	  are	  like	  treated	  like	  arrays:	  each	  mess

at	  is	  the	  union	  of	  the	  taints	  of	  the	  constituent
age
	  par

	  i
ts
s	  as
.	  
sociated	  with	  a	  single	  

Data	  which	  is	  extracted	  from	  an	  incoming	  message	  is	  assigned	  
message.	  

the	  taint	  of	  that	  

Each	  file	  is
o Like	  with	  arrays	  and	  IPC

	  associated	  with	  a	  single	  
	  messages,	  this	  is	  a	  conservative	  scheme	  that	  
taint	  flag	  that	  is	  stored	  in	  the	  file's	  metadata.	  

	  
	  

may	  lead	  to	  false	  positives.	  

H
• 
ow	  are	  taint	  flags	  represented	  in	  memory?	  
Five	  
1) 

 

kinds	  of	  things	  need	  to	  have	  taint	  tags:	  

2)

4)
3)

5)

 

Local	  variables	  in	  a	  method	  -‐-‐

 

Method	  arguments	  	  	  	  	  	  	  	  	  	  	  	  
+___	  live	  on	  stack__	  

Obje
Static	  class	  fields

ct	  instance	  fi
	  
elds	  

	  	  	  	  	  -‐-‐+	  

• 
• 

Arrays	  

• 

Bas
Q:
A:	  Preserves	  spatial	  locality-‐-‐-‐
	  Wh

 
ic	  i
y?
de
	  
a:	  Store	  the	  flags	  for	  a	  variable	  near	  the	  variable	  itself.	  

	  
• 

this	  hopefully	  improves	  caching	  behavior.	  

For	  method	  arguments	  and	  local	  variables	  
taint	  flags	  immediately	  next	  to	  the	  

    . 
    . 

variable.
th
	  
at	  live	  on	  the	  stack,	  allocate	  the	  

|        .         | 
+------------------+ 
|     local0       | 
+------------------+ 
| local0 taint tag | 
+------------------+ 
|     local1       | 
+------------------+ 
| local1 taint tag | 
+------------------+ 

    . 

	  

    . 
    . 

• TaintDroid	  uses	  a	  similar	  approach	  
the	  taint	  tag	  next	  to	  the	  associated	  data.

for	  cl
	  
ass	  fields,	  object	  fields,	  and	  arrays-‐-‐-‐put	  

So,	  given	  all	  of	  this,	  the	  
	  

basic	  idea	  in	  TaintDroid	  is	  simple:	  taint	  sensitive	  data	  

networ
flows	  through	  the	  system,	  and	  raise	  an	  alarm	  if	  that	  data	  tries	  to	  leave	  via	  

as	  it	  

• The	  a
k!	  

the	  

uthors	  find	  various	  ways	  that	  apps	  misbehave.	  Ex:	  

3

3



	  

 
Sending	  location	  data	  to	  adver

	  

o 
o Sending	  a	  user's	  phone	  number	  to	  

tiser
th
s	  
e	  app	  servers	  

TaintDroid's	  rules	  for	  information	  flow	  might	  lead	  
resu
• 
 

Imagine	  that	  an	  application	  implements	  its	  
lts.	  

to	  counterintuitive/interesting	  

class ListNode{ 

own	  linked	  list	  class.	  	  

Object data; 
ListNode next; 
} 

• 
	  
Suppose	  
calculate	  

th
th
at	  th
e	  length

e	  appli
	  of	  th
cati
e	  li
on	  as
st,	  is

s
	  th
igns
e	  le
	  tai
ngth
nte

	  v
d	  
alue
values	  t

	  tainte
o	  the	  "data"	  fiel

	  
d?	  

d.	  If	  we	  

• Adding	  to	  a	  linked	  list	  involves:	  
1)
2)

 
 
Allocating	  a	  ListNode	  

3) 
• 

Assigning	  to	  the	  "data"	  field	  

Not
Pat
e	  th

ching	  up	  "nex

meaning	  that	  counting	  the	  number	  of	  elements	  in	  the	  list	  would	  not	  generate	  
at	  Step	  3	  does

t"	  point
n't	  invo

ers
lve
	  
	  tainted	  data!	  So,	  "next"	  pointers	  are	  tainted,	  

tainted	  value	  for	  length.
a	  

	  
	  

•

	  

 
•

What	  are	  the	  performance	  overheads	  of	  TaintDroid?	  

 
• 

Additional	  memory	  to	  stor
Additional	  CPU	  cost	  to	  assign,	  propagate,	  

e	  taint	  tags.	  

Overheads	  seem	  to	  be	  moderate:	  ~3
	  

-‐-‐5%	  memory	  overhead,	  3
check	  taint	  tags.	  

• 
overhead

-‐-‐29%	  CPU	  

However,	  on	  phones,	  users	  are	  very	  concerned	  about	  battery	  life:	  29%	  less	  CPU	  

Q:
	  

performance	  may	  be	  tolerable,	  but	  29%	  less	  battery	  life	  is	  bad.	  

A:	  It's	  too	  expensive,	  and	  there	  are	  too	  many	  false	  positives.	  
• 

	  Why	  not	  track	  taint	  at	  the	  level	  of	  x86	  instructions	  or	  ARM	  instructions?	  

Ex:
improperly	  flow	  

	  If	  kernel	  data	  structures	  are	  improperly	  assigned	  taint,	  then	  

impossible	  to	  tell	  which	  state	  
to	  user-‐mode	  processes.	  This

has	  *truly*	  been	  a
	  resu

th

ffect
lts	  in	  

 

ed	  b
ta

e	  taint	  will	  

	  
•

y	  sensit
int	  exp

ive	  
losion
data

:	  
.	  
it's	  

• 

One	  way	  that	  this	  might	  happen	  is	  
incorrectl

if	  the	  stack	  pointer	  or	  the	  break	  pointer	  are	  

Once
o 
o 

	  th
Loca
is	  h
y	  t
appe
ainted.	  

Stack	  instr
l	  varia

ns
b
,	  tai
le	  a
nt	  r
ccesses	  
apidly

a
	  
re
ex

uctions	  like	  pop	  
	  
us
sp
plodes:	  

e	  the	  s
ecified	  

tack	  pointer
as	  offsets	  from

.	  
	  the	  break	  pointer.	  
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o Ref:	  
http://www.ssrg.nicta.com.au/publications/papers/Slowinska_Bos_09.p

	  
df	  

	  
Q:
o
	  T
k
ai

•
A:	  This	  might	  work	  as	  a	  heuristic,	  but	  it's	  
lo

 

	  for	  
nt	  
va
tracking	  seems	  expensive-‐-‐-‐
lues	  that	  are	  known	  to	  be	  

can't
sensit

	  w
ive?
e	  just	  examine	  inputs	  and	  outputs	  to	  

easy	  for	  a
	  

formats,	  etc.	  
There	  are	  many	  ways	  to	  encode	  data,	  e.g.,	  URL-‐quot

n	  adversa
ing,	  binar

ry	  to	  get
y	  ver

	  a
sus
round	  it
	  text	  

.	  

	  
As	  described,	  taint	  tracking	  cannot	  detect	  implicit	  flows.	  
• 

 

Implicit	  flows	  happen	  when	  a	  tainted
directly	  assigning	  to	  that	  variable.	  

	  value	  affects	  another	  variable	  without	  

if(imei > 42){ 
x = 0; 
}else{ 
x = 1; 
} 
 
• 

• 

Instead
	  netwo

	  of	  a

Implicit	  flows	  often	  arise	  because	  of	  
the

o 

rk!
ssigning	  t
	  

o	  x,	  we	  could	  try	  to	  leak	  information	  about	  the	  IMEI	  over	  

Can	  try	  to	  catch	  implicit	  flows	  
tainte

it	  with	  taint	  of	  branch	  test,	  and
by
	  as
	  as
d	  values	  affecting	  contr

signi
signi
ng	  P
ng	  a	  tai
C	  taint	  to

nt	  tag	  to
	  value

	  th
s
e
o

	  i
	  
l	  f

ns
PC,	  updat
low.	  

ing	  

if(imei > 42){
	  

clauses,	  b

 

ut	  this	  can	  lead	  to	  a	  lot	  of	  false	  positives.	  Ex:	  
ide	  if-‐else	  

x = 0; 
}else{ 
x = 0;
} 
• 

information	  
The	  t

 

aint	  track
flow
er	  t
!	  
hinks	  that	  x	  should	  be	  tagged	  with	  imei's	  taint,	  but	  there	  is	  no	  

	  
	  
Inter
• 
• 

Often	  want	  to	  make	  sure	  sensitive	  data	  (keys,	  passwords)	  is	  erased	  promptly.	  
esting	  application	  of	  taint	  tracking:	  keeping	  track	  of	  data	  copies.	  

If	  we're	  not	  worried	  about	  performance,	  
see	  

o
how
 

	  sensitive	  information	  flows	  through	  a	  machine.	  
we	  can	  use	  x86-‐level	  taint	  tracking	  to	  

• Basic	  idea:	  C
Ref:	  http://www

reate	  an	  x86	  simulator	  that	  
-‐cs-‐students.stanf

int
o

• 
system	  (OS	  +	  applications).	  

erpret
rd.edu/~blp/tai

s	  each	  x86	  inst
ntboc

ruct
hs.pd

ion	  in	  a
f	  

	  full	  

You'll	  find	  that	  software	  often	  keeps	  data	  for	  longer	  than	  necessary.	  For	  
example,	  keystroke	  data	  stays	  around	  in:	  

5
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o 
o 
o 

Ke
Kernel's	  random	  number	  generator
yboard	  device	  driver's	  buffers	  

o 
o 

X	  s
Ker
e
ne
rver's	  e

	  

o 
tty	  buffers	  for	  terminal	  apps	  

l	  socke
ve
t/pi
nt	  que
pe	  buf

ue	  
fers	  used	  to	  pass	  messages	  containing	  keystroke	  

.	  .	  .	  etc	  .	  .	  .

	  
	  

	  

VM
Taint

-‐-‐-‐the	  V
Droid	  det

M	  must	  implement	  taint	  tags.	  C
ects	  leaks	  of	  sensitive	  data,	  

an	  we	  track	  sensitive	  information	  leaks	  
but	  requires	  language	  support	  for	  the	  Java	  

wi
C	  
• 
or	  
thout	  support	  from	  a	  managed	  runtime?	  What	  if	  we	  want	  to	  detect	  leaks	  in	  legacy	  

One
system.	  

C++	  appli
ach
catio

o

	  appr

 

o :	  us
ns
e
?
	  d
	  
oppelganger	  processes	  as	  introduced	  by	  the	  TightLip	  

• 

Ref:	  
ht
endi/yumerefendi.pdf	  
tps://www.usenix.org/legacy/event/nsdi07/tech/full_papers/yumeref

Step	  1:	  Per
looks	  for	  sensitive	  information	  like	  mail	  files,	  word	  processing	  documents,	  

o 

iodically,	  Tightlip	  runs	  a	  daemon	  which	  scans	  a	  user's	  file	  system	  and	  

o 

For	  
shadow

each	  of	  these	  files,	  Tightlip	  generates	  a	  shadow	  ver
etc.	  

Tightlip	  a
	  version	  
ssociat

is
es	  ea
	  non

ch	  t
-‐sensit
ype	  of

ive,	  
	  sensit
and	  cont

sion	  of	  the

ive	  fil
ains
e	  w
	  scru
ith	  a

b
	  sp
bed	  
ecia
da
lized
ta.	  

	  file.	  The	  

Ex:	  email	  scrubber	  overwrites	  to:	  and	  from:	  fields	  with	  an	  equiv
	  scru

• 
number	  of	  dummy	  characters.	  

alent	  
bber.	  

• 

Step	  2:	  At	  some	  point	  later,	  a	  process
sensitive	  data.	  If	  it	  touches	  sensitive	  da

	  st
t
a
a
rts	  executing.	  Initially,	  it	  touches

proces
o 

s.	  
,	  then	  Tightlip	  spawns	  a	  doppelga

	  no
nger
	  
	  

The	  doppel
§ 
§ 

Inherits	  most	  state	  from	  the	  
ganger	  is	  a	  sandboxed	  version	  of	  t

origina
he	  original	  process.	  

o 

l	  process…	  

o 
cal
Tight
ls	  t
l
hat
ip	  l
…but	  r
ets	  the	  t

ead
w
s	  the	  scrubbed	  data	  instead	  of	  sensitive	  data	  

If	  the	  doppelganger	  makes	  the	  same	  system	  calls	  with	  the	  same	  
	  the	  two	  processes	  make.	  

o	  processes	  run	  in	  parallel,	  and	  observes	  the	  system	  

• 

arguments	  as	  the	  original	  process,	  
do	  not	  depend	  on	  sensitive	  data.	  

then	  with	  high	  probability,	  the	  outputs	  

Step	  3:	  If	  the	  system	  calls	  diverge,	  and	  the	  doppelganger	  tries	  to	  make	  a	  
call,	  Tight

o At	  this	  point,	  Tightlip	  or	  the	  user
lip	  flags	  a	  potential	  leak	  of	  sens

	  can	  terminate	  the	  process,	  fail	  the	  
itive	  data.	  

network	  

•
	  
 

network	  write,	  or	  do	  something	  else.	  

Nice	  
o 
o 

things	  
Works

ab
	  wi
ou
th
t	  Tight
	  legac

lip

o

Requires	  minor	  changes	  to	  standard	  OSes	  to	  compare	  order	  of	  system	  
y	  appli
:	  

cations	  

 
calls	  and	  their	  arguments	  
Low	  overhead	  (basically,	  the	  overhead	  of	  running	  an	  additional	  process)	  

6

6

https://www.usenix.org/legacy/event/nsdi07/tech/full_papers/yumerefendi/yumerefendi.pdf
https://www.usenix.org/legacy/event/nsdi07/tech/full_papers/yumerefendi/yumerefendi.pdf


• Limitations	  of	  
o Scrubbers	  are	  in	  the	  trusted	  computing	  

§ 

Tightlip	  

§ 
They	  have	  to	  catch	  all	  instances	  of	  sensit

base.	  
ive	  data.	  

o If	  a	  doppelganger
doppelganger	  might	  crash	  on	  
They	  also	  have	  to	  generate	  reasonable	  dummy	  data-‐-‐-‐otherwise,	  a	  

system	  call	  divergence	  occurs,	  Tight
	  reads	  sensitive	  data

il
	  from	  multiple	  sources,	  and	  a	  
l-‐formed	  inputs!	  

	  
lip	  can't	  tell	  why.	  

TaintDroid	  and	  Tightlip	  assume	  no	  assistance	  from	  the	  developer	  .	  .	  .	  but	  what	  if	  
devel

int {Alice --> Bob} x;  //Means that x is controlled
	  

opers	  were	  willng	  to	  explicitly	  add	  taint	  labels	  to	  their	  code?	  

 
         //by the principal Alice, who 

	  

         //allows that data to be seen 
         //by Bob. 

• 

• 
	  
Input	  channels:	  The	  read	  values	  get	  the	  label	  of	  the	  channel.	  

Output	  channels:	  Labels	  on	  the	  channel	  must	  match	  a	  label	  on	  the	  value	  being	  

	  
• 

written.	  

Static	  (i.e.,	  compile-‐time)	  checking	  can	  catch	  many	  bugs	  involving	  inappropriate	  
data

o
	  fl
 
ow
Loosel
s.	  

o 
reason

y	  

Static	  checks	  are	  much	  better	  than	  dynamic	  
	  a
sp
bou
ea
t
k
.	  
ing,	  labels	  are	  like	  strong	  types	  which	  the	  compiler	  can	  

• For	  more	  details,	  see	  the	  Jif	  paper:	  
their	  absence)	  can	  be	  a	  covert	  channel

check

http://pmg.csail.mit.edu/papers/iflow-‐
!	  

s:	  runtime	  failures	  (or	  

sosp97.pdf	  

7

7

http://pmg.csail.mit.edu/papers/iflow-sosp97.pdf
http://pmg.csail.mit.edu/papers/iflow-sosp97.pdf
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