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b
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c
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c
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b
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o 
distributions.	  

have	  low	  entropy	  +	  skewed	  
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b
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gh
	  
	  
t
th
ha
e
t
	  
	  the	  

be
res
c
p
aus
o
e	  they	  send	  a	  static	  respo

nt,	  whether	  

This	  b
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b
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c
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c
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passwords	  across	  sites.	  

rds	  fail	  because	  people	  often	  reuse	  
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o
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o 
can:	  ~1
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13.
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.
b

• 

	  
its.	  

So,	  bits
Voice	  
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it
e
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11.
ly	  
7	  b

                        
	  	  	  	  	  

the
it
	  s
s.

Passwords        Biometrics

a
	  
me	  as	  passwords.	  

 
    Easy-to-learn:      Yes              Yes 
    Infrequent errors:  Quasi-yes        No 
    Scalable for users: No               Yes 
    Easy recovery:      Yes              No 
    Nothing to carry:   Yes              Yes 
                             3.5 vs 3     
 
                        Passwords        Biometrics 
   Server-compatible:   Yes              No 
   Browser-compatible:  Yes              No 
   Accessible:          Yes              Quasi-yes 
(entering biometrics is error-prone)     
                             3 vs 0.5 
     
                        Passwords        Biometrics 
Res-to-Phys-Obs:        No               Yes 
Res-to-Trgtd-Imp:       Quasi-yes        No (e.g., 
replaying voice recording, lifting fingerprints from 
surfaces) 
Res-to-Thrtld-Guess:    No               Yes 
Res-to-UnThrtld-Guess:  No               No (key space 
isn't much bigger than that of passwords) 
Res-to-Internal-Obv:    No               No (captured 
biometric data can be replayed) 
Res-to-Phishing:        No               No 
No-trusted-3rd-Party:   Yes              Yes 
Res-Other-Ver-Leaks:    No               No (same 
biometrics are used by all verifiers) 
                            
	  

1.5 vs 3 
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cat
So,	  final	  scor
e

e	  is	  8	  vs	  6.5.	  Of	  course,	  one	  could	  assign	  non-‐unity	  weights	  to	  ea

pass
gor
wor
y,	  but	  the	  point	  is	  that	  it's	  
ds!	  

not	  obvious	  that	  biometrics	  are	  "better"	  than	  
ch	  

	  
Some	  sets	  of	  goals	  seem	  difficult	  to	  achieve
• 
• 

Memorywise
Memorywise-‐

-‐
Ef
Ef
f
f
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or
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s
	  +
	  +
	  Res
	  Nothing

ilient
-‐
-‐
to
to
-‐

Either	  the	  user	  remembers	  something,	  or
-‐
Ca
	  
rry.
at	  the	  same	  time.

	  
	  

Theft.	  

•
	  
 

	  it	  can	  be	  stolen	  (except	  for	  biometrics).	  

• 
Ser
Ser

ver
ver

-‐
-‐
C
C
ompatible	  +	  Resilient
ompatible	  +	  Resilient

-‐
-‐
to
to
-‐
-‐
Inter
Leaks

nal
-‐from
-‐Obs

-‐Oth
ervati

er-‐
o
Verifiers.
n.	  

Server	  compatible	  means	  sending	  a	  password.	  Passwords	  can	  be	  st
	  
ol

	  
machine,	  replayed	  by	  one	  server	  to	  another.	  

en	  on	  user	  

	  
Multi
• Requires	  users	  to	  authenticate	  themselves	  using

-‐factor	  authentication	  (MFA):	  defense	  using	  dep
	  two	  or	  more	  authentication	  
th.	  

• 
mechanisms.
The	  mecha

o 
nisms	  should	  involve	  different	  modalities!
	  

o 
Something	  you	  know	  (e.g.,	  a	  password)
Something	  you	  possess	  (e.g.,	  a	  cellphone,

	  
	  

• 
Something	  you	  are	  (e.g.,	  biometrics)

	  a	  hardware	  token)	  

to
Idea	  is	  that	  an	  attacker	  must	  steal/subvert

•
us
	  

o 
	  multiple	  authentication	  mechanisms
	  

impersonate	  a	  user	  (e.g.,	  attacker	  might	  guess	  a	  password,	  but	  lack	  access	  to	  a	  
	  

 
er's	  phone).	  

• 

Example:	  Google's	  two
cellphone	  which	  can	  receive	  aut

-‐factor	  au
horizat
thentica

ion	  codes	  via	  t
tion	  requires	  

ex
a	  p
t	  
assword	  plus	  a	  

• 
message.
Example:	  AWS	  two

	  

device"	  (a	  smartphone
-‐factor	  authentication	  requires	  a	  password	  and	  an	  "MFA	  

secu

MFA	  is	  a	  good	  idea,	  but	  empirical	  studies
auth

o
rit

e

 
y	  token	  or	  securit

	  ru
y
n
	  card).
ning	  a

	  
n	  authentication	  app,	  or	  a	  special-‐purpose	  

• 
http://aws.amazon.com/iam/details/mfa/

ntication	  factor	  in	  addition	  to	  passwords,	  users	  pick	  much	  weaker	  
	  show	  tha

	  
t	  if	  users	  are	  given	  a	  second	  

	  
passwords!	  

What	  are	  potential	  answers	  to	  the	  homework
• Logging	  into	  public	  Athena	  machine?

o 
	  

	  questions?	  What	  factors	  matter?	  

o 
o 

Resilient
Resilient

-‐
-‐
to
to
-‐
-‐
Inter
Physical

nal-‐
-‐
Obs
Obs

e
e
r
r
vati
vati

o
o
n:
n?
	  e
	  
asy	  to	  install	  malware	  on	  machine.	  

o 
• 

MIT
Biometrics?	  Untrusted	  terminals,	  probably

	  IDs	  could	  be	  a	  good	  thing	  to	  leverage	  (use	  them	  as	  a	  smartcard).
	  not	  a	  great	  plan.	  

	  

Accessing	  Facebook	  from	  Internet	  cafe?
o 
o 

Password	  managers	  not	  a	  good	  idea	  her
	  

How	  sensitive	  is	  the	  data?	  
e.	  

8
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nticate	  to	  other	  sites!	  [Either

• 
reset	  a	  password.]	  

g	  personal	  security	  questions	  
	  "Logi

to	  
n	  
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Possibl
Resilient
y trusted

-‐
	  
to
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[However

	  
,	  in	  practic
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§
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§ 
attacke
Prevent

r
	  the	  adversary

t
	  
h
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o
n
m	  
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u
a
s
t
i
i
n
n
g
g
	  
	  
st
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olen	  credent

l	  transa
ials	  
ct
for	  
ions!
different
	  

,	  

E
she
x:	  
	  
M
w
a
a
y
-‐chosen	  operations.	  

using	  her	  phone.
n
b
ts
e
	  
	  
t
u
o
s
	  
e
w
r
i
	  
t
c
h
a
d
n
r
	  e
a
x
w
a
	  
mi
mo
n
n
e
e
	  b
y
a
,	  
l
s
a
h
n
e
c
	  u
e	  
s
us
es
ing	  jus
	  two-‐fa

t	  a	  pas

	  
	  

ctor	  a
s
u
wor
thent

d,	  but	  if
ication	  

	  

Con
pass

cl
wor
usion
ds!
	  
	  F
of	  
or
pa
	  e
p
x
er:	  
amp
Ther
e
e	  is	  no	  a

•
on	  securit
 

y!	  
l ,	  accordin

ut
g	  t
hent
o	  the

ica
	  au
tion
tho
	  s
rs
c
,
h
	  t
e
h
me
e	  C
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wh
	  
i
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ch	  
der	  
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	  d
p
o
erfect
minat

	  scores	  
es	  

• 

T
tr
h
ans
e	  C
ac
AP
ti
	  
o
re
ns
ad
.	  
er	  was	  designed	  by	  Mastercard	  to	  protect	  online	  banking	  

Usage:
1) Put

	  

 
calcul

	  your	  credit
ator).	  

	  card	  into	  the	  CAP	  reader	  (which	  looks	  like	  a	  hand-‐held	  

2)
3) 

Enter
e
	  PIN

wh
Rea

i
d
ch	  th
r	  tal

	  (bypas
ks	  to t

sing	  keyloggers!).	  

                        
	  

e	  user	  s
	  
uppli
he	  ca

e
rd
s	  to
's	  e
	  th
mb
e	  
e
we
dd
b	  s
ed
i
	  
te
pr
.
oces

CAP reader

	  
sor,	  outputs	  an	  8-‐digit	  code	  

 
    Easy-to-learn:      Yes 
    Infrequent errors:  Quasi-yes 
    Scalable for users: No (users require card+PIN per 
verifier) 
    Easy recovery:      No 
    Nothing to carry:   No 
                             1.5 
 
                        CAP reader 
   Server-compatible:   No 
   Browser-compatible:  Yes 
   Accessible:          No (blind people can't read 8-digit 
code) 
                              1 
     
                        CAP reader 
Res-to-Phys-Obs:        Yes\ 
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Res-to-Trgtd-Imp:       Yes \__ One-time codes! 
Res-to-Thrtld-Guess:    Yes / 
Res-to-UnThrtld-Guess:  Yes/ 
Res-to-Internal-Obv:    Yes     Dedicated device 
Res-to-Phishing:        Yes     One-time codes 
No-trusted-3rd-Party:   Yes     Each site is its own 
verifier

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  

 
Res-Other
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e
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o 
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rs	  

• 
pick	  eas
The	  less	  u

	  
sable	  a	  scheme	  is,	  the	  more	  th

Some
o 
	  situations

ier
	  ma
	  authentication	  tokens
y	  assign	  different	  we

	  that
ights

	  
	  
a
t
r
a
e
t
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r
r
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s
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n
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c
r
o
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	  (
t
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Ex:
o	  different	  evaluation	  me

ta
tr
c
i
k
c
ers).
s.	  

	  

	  
mig
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l
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h
y
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h
b
e
a
	  
s
p
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r
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e
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